
 

ICT Code of Conduct – Pupils 

This code of conduct applies to the use of all Information and Communication Technologies 

used at Silcoates School, including the use of personal and school learning devices 

(Chromebooks). This policy is to be read with the assistive technology policy. 

The school has the right to monitor any aspect of the system in order to preserve its security 
and integrity. All devices are also subject to routine monitoring by school staff. Students must 
provide access to devices being used by them, whether personal or provided by school, should 
this be required by a member of staff. 
 
The school ICT infrastructure is provided for pupils to conduct research, aid communication and 
support learning. Access is a privilege and the school reserves the right to withdraw provision in 
the event of inappropriate use. 
 
Pupil use of technology within school is also regulated by the E-Safety, Social and Digital Policy 
and Mobile Phone Policy, as published on the School’s website. In line with Keeping Children 
Safe in Education (2026) we group the four key areas of risk to be content, contact, conduct and 
commerce. The Designated Safeguarding Lead (DSL) holds overall non-delegable responsibility 
for safeguarding, which explicitly includes managing online safety and understanding school 
filtering and monitoring systems. On entering the School, and the start of each academic year 
this policy is sent to all students and their parents to ensure that the code of expected conduct 
is made clear to all 
 
To reduce these risks the following key aspects are built into this policy: 

1. Online Conduct & Behavior (Conduct) 

●​ Respectful Communication: I will use kind, polite, and respectful language in all digital 
communications. I will not engage in cyberbullying, harassment, or trolling. I will report 
any unpleasant material  or messages sent to me. 

●​ Inappropriate Media: I will not create, upload, or share text, images, or videos that are 
offensive, hurtful, or designed to humiliate others. I understand that the school may check 
my files and may monitor the internet sites I visit in school and any other activity carried 
out while connected to the school network or while using my chromebook when away 
from school. I will use ICT to critically evaluate information and avoid spreading unverified 
misinformation or conspiracy theories. 

●​ Responsible AI Use: I will use generative AI tools honestly and safely, as permitted by my 
teachers. I will not use AI to generate misleading information, plagiarise work, or create 
inappropriate images/deepfakes. Or videos of others. 

●​ School Reputation: I understand that my online actions, even outside school hours, 
should not bring the school's reputation into disrepute or harm members of the school 
community. 

2. Privacy & Personal Security (Contact) 



 

●​ Protecting Personal Data: I will keep my personal information private. This includes my 
full name, address, telephone number, and school name. I will not share this information 
with anyone online. I will report any suspicious emails (phishing) to ICT support 
immediately and must not click on unknown links. 

●​ Account Security: I will keep my school login credentials and passwords secure. I will 
never log into someone else's account or share my password with a peer. I will use my 
internet access for school work and homework. 

●​ Meeting Online Strangers: I will never arrange to meet up with anyone I have only met 
online. 

●​ Respecting Others' Privacy: I will not take or share photos or videos of students or staff 
members without their explicit permission. 

3. Access to Systems & Material (Content) 

●​ Network & Filtering Integrity: I will only access the school network using my own login 
details.I will not access another persons’ device or storage area or interfere with other 
people’s work or files. I will not attempt to bypass the school's network security,  filtering 
and monitoring systems (e.g., using VPNs or proxy sites) and I will only connect 
appropriate cables to the network. I will not use my personal hotspot to broadcast SSID or 
personal hotspot information. 

●​ Reporting Harmful Content: If I accidentally stumble upon inappropriate, extremist, 
illegal, or upsetting material, I will report it immediately to a teacher or the Designated 
Safeguarding Lead (DSL). 

●​ Copyright and Plagiarism: I will credit the sources I use in my schoolwork and will not 
download copyrighted material illegally. I will not submit AI generated content in place of 
my own work. 

4. Financial & Device Management (Commerce) 

●​ Unauthorized Spending: I will not use school devices or networks to purchase items, 
engage in online gambling, or participate in in-app purchases. 

●​ Device Care: I will treat all school ICT equipment with respect. I will not download 
unauthorized software, games, or files that could introduce malware or compromise the 
network.  I will not waste time in lessons using my device for non-learning activities.  I will 
ensure I bring my device to school fully charged and I will keep my charger at home. I will 
abide by the mobile phone policy which also includes smart watches and smart glasses. 

Pupil Remote Learning [Live Streaming] Agreement 
 
Where it is necessary for pupils to use live streaming for the purpose of teaching and learning, 
pupils must additionally read and agree to the following code of conduct: 
 
●​ I will treat all teachers and pupils with respect, following any instructions issued by the 

teacher 

●​ I will arrive punctually to all scheduled live sessions 



 

●​ I will conduct live meetings from a suitable room, NOT a bedroom or bathroom 

●​ I will dress in clothing that would be appropriate for a school setting 

●​ I will use either no background, or a plain one (no images or scenes) 

●​ I will not draw on, or add anything to the screen unless invited to do so by the teacher 

●​ I will not record the session 

 
General: 
 
●​ Pupils must only enter a computer room when a member of staff is present. 

●​ No food or drinks are allowed in ICT areas. 

●​ Pupils must report the discovery of any offensive material to their teacher or ICT Support 
Staff. 

 
The following activities are strictly forbidden: 
●​ Sending or displaying offensive messages, images or recordings. 

●​ Using obscene language. 

●​ Harassing, insulting or attacking others. 

●​ Damaging ICT devices, systems or computer networks. 

●​ Violating copyright laws. 

●​ Using others' passwords. 

●​ Trespassing in others' folders, work or files. 

●​ Intentionally wasting limited resources. 

●​ Accessing inappropriate websites. 

●​ Hacking or accessing unauthorised areas of the network. 

●​ Intentionally distributing viruses throughout the network. 

●​ Any activity which could cause harm or offence to others. 
 

Network/File Management: 
 
●​ Only files relating to learning should be stored on pupil home drives or school Google 

drives. Prohibited items will be deleted by the Network Manager. 
●​ Pupils are responsible for any work that is saved on school computers. The school accepts 

no responsibility for work that is lost or deleted. 
 
Personal and School Learning Devices: 

In year 7 to 11 students are provided with a chromebook. This is the only device they are 
permitted to use within school, except for dedicated ICT classroom PCs. Similarly, Junior School 
students may only utilise school-issued Classroom Chromebooks and desktop computers. 
Personal devices, including personal Chromebooks or laptops, are strictly prohibited.  
For the sixth form, students may bring in their own devices and the IT Department can assist 
users to join the wireless network from their device. However, staff are not responsible for 
supporting personal devices, via either hardware or software. 



 

 
●​ Users are responsible for their own devices; any damage or loss is not the responsibility of 

the School. Please see the chromebook policy for information on damage and repairs. 
●​ Learning devices provided by School (Chromebooks) must be used in accordance with the 

applicable loan agreement and acceptable use policy, in addition to the terms of this Code 
of Conduct. 

●​ Users may not photograph, film or record any other person without that person’s consent. 

●​ Users must not make any attempt to bypass the School’s network security.  This includes 

the use of programs or software such as proxies and other methods. 

●​ Users must not connect any personal device to the school network via a network 
(Ethernet) cable. 

●​ Personal devices must not be used to broadcast SSID or personal hotspot information. 
Only the SSIDs setup by the School may be used to access the Internet. 

●​ Personal devices must not have VPN or similar software, installed on them.  The School 
reserves the right to block or prevent any devices from connecting to the School network, 
where VPN or similar technology is in use. 

●​ Charging of personal or school learning devices at school is not permitted; pupils should 
ensure any device is fully charged before bringing it to school. Pupils should ensure that 
chargers are left at home and school equipment must not be turned off or unplugged to 
accommodate the charging of a personal device. 

●​ Personal mobile phones and Smart watches may only be used in accordance with the 
published Mobile Phone Policy.  

●​ All watches, Smart or otherwise must be removed during all formal assessments and 
examinations  

 
E-Mail: 
 
E-mails are filtered for inappropriate content. Attachments to e-mails will be scanned for viruses 
and checked for content. 
 
Social Networking: 
 
The following rules apply to the use of social networking sites on the Internet, whether access is 
from home or school: 
 
●​ Sending inappropriate, suggestive or abusive messages is forbidden. 
●​ Pupils should only use social networking sites in safe and productive ways. 

●​ Pupils are discouraged from publishing private information or media which might be 
considered hurtful, harmful or defamatory. 

●​ Pupils must not publicly discuss other pupils, parents or members of staff or criticise 
school policies or personnel, or make public any posts which are likely to bring the 
school’s name into disrepute. 

 
Pupils will learn about safe ways of using social media as part of the wider e-safety programme 
covered in ICT lessons, Personal Development lessons, tutor time and the assembly 



 

programme. 
 
Health and Wellbeing: 
 
While Information and Communication Technology is an essential tool for learning, the School 
prioritises the mental health and physical wellbeing of all pupils. We advocate for a "balanced 
digital diet," where technology supports rather than dominates a pupil’s life. Pupils are 
encouraged to take regular screen breaks and are advised to disconnect from all school-related 
digital platforms (such as email, Google Classroom, or messaging apps) at least one hour before 
sleep to support healthy rest. 
 
Unless an urgent deadline or specific remote learning schedule is in place, pupils are not 

expected to respond to digital communications during evenings, weekends, or school holidays. 

The School reserves the right to discuss concerns with parents if a pupil’s digital habits are 

observed to be negatively impacting their sleep, social interactions, or academic focus. Assistive 

Technology (AI): 

Homework and classwork completed by students should be their own work in line with our 

rules on plagiarism. Students can use assistive AI to support their own study as long as they 

follow the terms and conditions of any tool; particularly ChatGPT where you must be over 13 

and have parental permission to create an account.  Work suspected of utilising AI that is not 

indicated/ referenced by the student will be investigated and students will face the appropriate 

sanctions outlined in our behaviour policy. AI can be identified by repetitive language, lack of 

depth or personality, incorrect or outdated information and as a level of writing or knowledge 

which does not match that of the student. We may also use AI content or plagiarism detection 

tools such as GPTZero or Copyleaks as required. 

GCSE or A Level candidates may be permitted to have access to the internet/assistive 
technology when planning and researching non-examination assessment tasks. Where AI 
generated content is used, the source material must be referenced appropriately. 
 
Examples of AI misuse include, but are not limited to, the following:  
●​ Copying or paraphrasing AI-generated content  
●​  Using AI to complete parts of the assessment  
●​ Failing to acknowledge use of AI tools when used as a source of information  
●​ Submitting work with intentionally incomplete or misleading references 
 
Students must never enter personal information (full names, addresses, or sensitive school 
details) into AI prompts. Furthermore, students are responsible for fact checking AI output; 
submitting work containing 'AI hallucinations' (made-up facts or citations) will be treated as a 
failure of academic integrity.  
 
Filtering & Monitoring 
 
School uses a number of automated systems to monitor content on all school computers, on 
any device using the school network, and on Chromebooks whether in school or at home. It is 



 

important that all pupils read and understand policies designed to keep everyone safe when 
using ICT. The school also uses filters to prevent access to harmful content. If pupils need access 
a site for educational purposes and believe that it has been blocked in error, they should report 
this to a teacher. Filtering and Monitoring provision is reviewed annually.  
 
Sanctions 
 
Violations of this code of conduct may result in a temporary or permanent ban on Internet use 
or use of school ICT equipment. Additional disciplinary action may be taken in the event of 
inappropriate language or behaviour. In serious circumstances, external agencies such as the 
police or local authorities may be involved. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

The School is fully committed to ensuring that the application of this policy is 
non-discriminatory in line with the UK Equality Act (2010). Further details are available in the 
School’s Equal Opportunity Policy document. 

Reviewed by: 
Mrs Rio Redfearn - Deputy Head Academic 
Mr Chris Evans - Senior Deputy Head 
Mr Michael Collinson - Network Manager 

Date of last review: September 2026 Date of next review:  June 2027 
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